GRANITE WORKSTATION STACK

TECHNOLOGY SOLUTIONS APPLICATIONS & TOOLS

WHAT IT DOES: Replaces traditional antivirus. SentinelOne is an EDR (End-point
Detection and Response) tool that has the ability to pick up on zero day threats, vs,

‘lll' just comparing viruses to known threats.

LOCATION: Application that is installed onto computers and servers.
Sentlnelome BUSINESS IMPACT: Malware protection for business computers. If a device is
infected, SentinelOne will automatically respond to the threat and will also alert
Granite's team and proper steps will be taken for remediation.

WHAT IT DOES: Provides remote management and monitoring, monthly security
patching, OS and application updates for computers and servers, remote support,
" " : and reporting for lifecycle management.

LOCATION: Application that is installed onto computers and servers.

BUSINESS IMPACT: Allows Granite to monitor and manage device health and
provide remote support.

WHAT IT DOES: Monitored email security and anti-phishing software that blocks
phishing and spoofing emails.

LOCATION: Software applied to email Microsoft M365 or Google Workspace email
platforms.

IRONSCALES BUSINESS IMPACT: With banner notifications tied to new contacts and suspect
emails, end users are given these visual banners to assist with communicating
safely and reporting phishing emails.

WHAT IT DOES: Trains employees on cybersecurity best practices and threats.

Level-up staff's knowledge of modern cyber threats. Comes with videos paired with
quizzes.

BREACH LOCATION: Web-based portal.

SECURENOW
BUSINESS IMPACT: Enhances employee's knowledge on cybersecurity and gives
Granite the ability to perform dark web monitoring.
WHAT IT DOES: Cloud based backup solution for M365 Cloud Services. Backs up

( :‘ user email, OneDrive, and SharePoint sites.
LOCATION: Integrates with the M365 environment to perform a cloud-to-cloud
Cove backup of mailboxes, OneDrive data, and SharePoint Online data.

Data Protection

BUSINESS IMPACT: Safely stores M365 backups outside the M365 environment.
M365 ONLY




